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mbNET - The next generation

The latest router generation of the mbNET series has been designed from the ground up with the goal
of providing maximum security. As reference, the standard ,|IEC 62443 was used.

G‘) Secure Boot

The foundation for secure
boot is the so-called ,trusted
chain“ of the boot process.

This ensures that only trus-
ted applications can be star-
ted by the system, which
ranges from secure booting
to digitally signed firmware.

Only if verified by a corre-
sponding certificate, the
firmware on the device can
be accessed. It verifies boot-
loader, kernel, applications
and file system.

The highest level of securi-
ty is provided by the hard-
ware-based root of trust,
located in a read-only me-
mory (ROM).

Further innovations

gﬁiﬁ% Secure Element

One important security
aspect is the information
security of the router’s data.

The hardware-based secure
element represents the
safe for passwords, certi-
ficates and keys. All data
stored whithin this element
are completely protected
from  manipulation and
reconnaissance.

As an additional safety item,
when it comes to data sto-
rage, a unique encrypted key
is created, whiche secures
another encrypted data con-
tainer.

Such an encrypted con-
tainer can also be used for
the auxiliary memory via SD
card or USB.

v Electrically isolated digital inputs and outputs
v" SD card slot for expanding the data memory
v" Multi-colored LEDs for clear status-signaling
v" Extended temperature range (-25 °C to + 75 °C)

Secure Firmware

The main focus when de-
veloping the new firmware
was on ,Security by Design®“.

This includes the assess-
ment of all employed com-
ponents, especially in regard
to their use. All safety-rele-
vant settings come in pre-
built, so that they offer the
highest possible cybersecu-
rity level, while at the same
time maintaining an optimal
balance when it comes to
usability and convenience.

The security concept's fi-
nal touch is the employ
of the latest Linux kernel
and the implementation of
the Linux security concept
JMAC", which describes a
system-based, rule-based
access control strategy.
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